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Abstract. The anonymity afforded in computer-mediated communication and in online
social virtual games can lead to the appearance of negative or anti-social behaviors. We
list here a few examples that we have encountered while playing online games. We then
describe the Virtual Office, a CVE that will support people working together, and
speculate on how vulnerable it might be to such anti-social behaviors.

Introduction

Massive Multi-player Online Games (MMOGs) are highsuccessful
examples of collaborative virtual environments (GY,Eor example, there are
over 2,000,000 people playing Lineage Il and WarddNarcraft, the two most
popular MMOGs presently (Sterling, 2005). This nmemkbese social virtual
environments particularly interesting to CVE deyais, who may seek to learn
some lessons from the success of these MMOGs. Y&t aot perfect in the
world of online gaming. Gamers are often confrontdth others whose play
style clashes with theirs or, worse, who flout thies or abuse the system. Such
conflicts are to be expected whenever a large nuoiisrangers find themselves
thrown together, especially in a virtual world wihiensures people’s anonymity.
However, problematic behavior can crop up evermalsgroups of people who



know each other. Virtual world developers needaketinto account that there
will always be people willing to exploit the systemd should take active steps to
counter these exploits if they want the majority tbéir users to enjoy their

experience in a social virtual world.

Problematic behaviors in computer-mediated
communication

The relative anonymity which exists in computer-maéed communication
(CMC) has led to the appearance of certain prokierbahaviors. Marvin (1995)
noted that participants in MOOs (Multiple-user Qibj©riented environments)
were generally disapproving of three types of berav spoofing, in which a
sentence is attributed to someone other than tislgroducer; lurking, in which
a person does not participate actively in the disin; and spamming, in which a
person produces excessive communication. This ledvid to define good
behavior in a MOO as attributed, brief, and pgpatory

However, Preece et al. (2004) found that people ltave perfectly valid
reasons for lurking. In a survey in which they eoted information from 219
lurkers, the authors found that the main reasonsufiing were either because
the persons had no reason to post, because thégdvanget a feel for the group
before posting, because they thought they weregbbkeipful by not posting,
because they were having trouble using the softvaarbecause they did not like
the group.

Flaming is another problematic behavior within CM®&sva, 2001). Flaming
can be defined as a message that is interpretethagpropriately hostile
(Thompsen and Ahn, 1992); in other words, someath feel that they are
being attacked for a communication to be a flamlamihg can include such
behaviors as inappropriate language, violatiorhefgroup’s conventions, factual
errors, ethical violations, bandwidth hogging, acarrect or novice behavior
(McLaughlin et al., 1995).

As was the case with MUDs, MOOs, and listserveng, vast majority of
people playing MMOGs are unknown to each other esmain anonymous
behind their avatars. Under these circumstances,wiuld expect conflicts to
appear.

Problematic behaviors in MMOGs

We have not found any scientific papers devotetiémegative side of MMOGs,
but a brief perusal through the web forums devitatiese games will reveal any
number of complaints about other players' behaviSmne of the problematic



behaviors that people encounter while interactirtty wther players include the
following:

» Cheatingencompasses a wide variety of behaviors. Somelgpeopsider
that consulting a guide to discover the solutionatguest is a form of
cheating. In an MMOG, this type of cheating usudlfs little impact on
other players (although the authors know of onergta of a gamer using
such guides in order to power through the gameraadh higher levels
quickly). More problematic are the uses of add-onsacks to facilitate
play, which gives a player an unfair advantage oveers.

* Resource farmings a result of the economic system built into many
MMOGs. For example, imworld of Warcraft(WoW) (Blizzard, 2005), the
best equipment is not available from in-game vesdout rather drops at a
very low frequency from specific NPC (non-playeracdcter) enemies.
WoW offers an auction house in which such equipneantbe sold to other
players. Because of the rarity of this equipmernitgs can quickly become
inflated. Some players will be tempted to get thésms any way they can,
even resorting to buying the game's money (WoW )gulith real-world
money. This has led to the creation of companias deliberately “farm”
specific resources (herbs, leather, ore, equipmeititjn WWoW in order to
amass vast amounts of WoW gold that they can tlesellronline, for
example through the online auction house eBay. $esburce farmers can
be problematic to other users by “camping” certplaces, staying at a
specific place and collecting the resource whendtveeappears, thus
depriving other players from said resource, andcogtributing to price
inflation.

* Ninja looting occurs when there is a group of gamers workingttogy and
"a player takes an item or a drop that he or sbaldmot have taken, either
without giving other group members a fair chancaha&t same item, or
without having the right to loot the item at alBidhe, 2005). The idea that
people do not have a right to a specific item is ingposed by the game
developers but rather is the result of negotiatibesveen players, and
groups of players can develop fairly complex rwesr who has a right to
which items during raids. Ninja looters are thossy@rs who deliberately
flout these rules for their own personal gain.

* Gankingis a problem in a gaming environment in which playcan attack
each other. Ganking is the act of attacking angpleyer with some unfair
advantage: for example, a high level avatar atteickilow level avatar, or a
large group of avatars attacking a lone avatar.

* AFK macroing (Duchenaut and Moore, 2004) is the use of macoos t
control the avatar while the person is away fromirttkeyboard (AFK).
Duchenaut and Moore note that this can be probiermat game likeStar
Wars GalaxiegSony, 2005), where players use such macros tertisey



their skills, giving the impression of someone lpetinere, and yet removing
the interactive aspect of the game.

Even if none of these problematic behaviors wepdigated in a collaborative
working environment, incorporating aspects of gagnimo CVEs can still pose
problems. People do not enjoy the same types okgaEven when playing the
same game, play style can be radically different. &ample, many MMOGs
offer different play modes: in WoW, people can jd® (role-playing), PVE
(player versus environment) or PvP (player verslayqgn) servers. The first
appeal to gamers who enjoy play-acting their charagithin a complex fantasy
world; the second appeal to players who simply wanprogress through the
game; while the third appeal to gamers who prefer ¢hallenge of fighting
against human adversaries rather than the gantédisialr intelligence. Bartle
(1996) described four different types of MUD plagieachievers (who enjoy
achieving game-related goals), explorers (who pteféearn as much as they can
about the virtual world), socialisers (who enjoyemacting with other players)
and Kkillers (who enjoy causing distress to otheyets). While studying the
online gamd.ineage(NCSoft, 2005), Whang and Chang (2004) found tkypes
of players: solitary players, who preferred to playy their own, community
players, who enjoyed the social aspects of the gameé antagonistic players,
who put a lot of emphasis on the materialisticrigeg money) and the anti-social
aspects (player killing) of the game. Yee (in pyefaind differences in the
motivation of men and women for playing MMOGs: wanpefer relationships,
immersion and escapism, while men prefer achievenagrd manipulation.
Developers need to take into account that peopleotiall enjoy the same aspects
of gaming environments.

As evidenced by the popularity of MMOGs and by temphasis that
Microsoft and Sony have put on networked gaming@rdmunity building with
their next generation consoles, social interactiohecoming more important in
gaming environments. Similarly, in our lab, we amphasizing the social
communication aspects of collaborative virtual emwiments. How vulnerable
would such an environment be to the noxious belswbserved in MMOGSs?

The Virtual Office

Our lab is planning on building a virtual office ilaing in which people in
separate locales working on a project can recraabeicks and mortar office
environment. Each participant will have their owrtual office; a space that can
be customized to their liking and which can con@snfew or as many objects as
they desire. The user will have access to theirpeger files in this environment
through a briefcase object that will always trawgth them as they move from
office to office. The user’s personal office emviment will always be running,
but can be run in a minimized or windowed staterafer to free the user to work.



Each user’s virtual office will have a door or @drthat can be used to leave
their office and visit with colleagues or join miegs. The idea here is to
replicate the facility of communication in a bricked mortars office — to enable
users to simply knock on someone’s office door ideo to speak with them.
When a participant in the virtual office environmemishes to speak with a
colleague they go to their virtual office’s doordanhoose the colleague they
would like to visit from a dynamically updated list participants. The chosen
colleague receives a notification of the door knackl the software progresses
depending on the settings on the receiver’s erd lfias the user left his office
door open so that anyone may come in, or has lsedli as he doesn’'t want to
be disturbed?), and the receiver’'s reaction tokimeck (is the receiver in his
office at the moment?). |If the receiver resporaofably to the request the
knocker enters the receiver's office and they apev rsharing the receiver’s
virtual office environment. If more people knodk the receiver’'s door, they too
may enter the office and share the environment.

Scheduled meetings between large groups of peapteotusually take place
in individual offices in a traditional office eneinment. Likewise, we have
envisioned that users of the virtual office enviremt will choose to go to
separate locales for scheduled meetings and evé&nish meeting environments
will be shared among all participants and wouldniiede available from each
user’'s door. Negotiating meeting room use andddirey would therefore have
to proceed just as in a regular office environment.

Could the noxious behaviors observed in MMOGs appeasuch an
environment? There are various ways our users athgdt, from building hacks
to exploit the system to keeping their doors shullatimes, thus defeating the
social aspect of our CVE. Because we plan to ireladlimited number of
conference rooms, users could easily resource theme by reserving them
continuously. Because any document within the MirtDffice will be available
in multiple copies, we do not believe that ninjating should be possible. One
equivalent of ganking could occur if, for exammeperson chooses to constantly
knock on another person's door. Finally, as with @e@mmunication application,
the problem of absent users who appear to be alailar interaction is a distinct
possibility.

Conclusion

Game style varies greatly among people, and ongop'sr noxious behavior is
another person's source of pleasure. Developersrtoial social game worlds
cannot put too many restrictions on players' badravif they do not wish to
antagonize their clients. However, the primary gofla virtual social work
environment is to support work. Developers of CVWiged to consider how much
control they want to exercise on people's behawithin these CVEs in order to



minimize the appearance of behaviors that couldashmegatively on people's
ability to do their work.

Acknowledgments

We are grateful to Thom Whalen for his comments, @nour guild mates i8quirrel Mafiaand
Soleil Noirin World of Warcraft for teaching us the fine aftooting.

References

Bartle, R. (1996): 'Hearts, clubs, diamonds, spaBé&syers who suit MUDsJournal of MUD
Researchvol. 1, no. 1.

Blizzard Entertainment (2005)Vorld of Warcraft web siténttp://www.worldofwarcraft.com

Ducheneaut, N. and Moore, R.J. (2004): 'The sosidd of gaming: A study of interaction
patterns in a massively multiplayer online garfeceedings of CSCW200&hicago, Il
November 6-10, 2004, pp. 360-369.

Marvin, L.A. (1995): 'Spoof, spam, lurk and lag: eThesthetics of text-based virtual realities’,
Journal of Computer-Mediated Communication vol. 1, online:
http://www.ascusc.org/jcmc/voll/issue2/marvin.html

McLaughlin, M.L., Osborne, K.K. and smith, C.B. @8: 'Standards of conduct on Usenet', in S.
Jones (ed.)CybersocietySage, Thousand Oaks, CA, pp. 90-111.

NCSoft (2005)Lineage web sitenttp://www.lineage.com/

Preece, J., Nonnecke, B. and Andrews, D. (2004§ top five reasons for lurking: Improving
community experiences for everyon€pmputers in Human Behavijovol 20, no. 2, pp.
201-223.

Riva, G. (2001): ‘Communicating in CMC: Making ordeit of miscommunication’, in L. Anolli,
R. Ciceri and G. Riva (eds.$ay not to Say: New Perspectives on Miscommunicd@h
Press.

Sidhe Guild (2005). The Sidhe Loot Rules  Online document.
http://www.thesidhe.org/page.php?id=14&PHPSESSIDeB3c66e7d1f0e8638c81leaaldd
2a9

Sony Online Entertainment (2005): Star Wars Galaxies web site,
http://starwarsgalaxies.station.sony.com/

Sterling, B. (2005):An Analysis of MMOG Subscription Growth — Version018nline
document. http://www.mmogchart.com/

Thompsen, P.A. and Ahn, D.KI. (1992): 'To be or twbe: An exploration of E-prime, copula
deletion and flaming in electronic malETC: A Review of General Semantieel. 49, pp.
146-164.

Whang, L.S.-M. and Chang, G. (2004): 'Lifestylevisfual world residents: Living in the on-line
game “Lineage™Cyberpsychology & Behavipvol. 7, issue 5, pp. 592-600.

Yee, N. (in press): 'The demographics, motivatiand derived experiences of users in massively
multiuser online graphical environmentsPresence: Teleoperators and Virtual
Environments



Author Profiles

Biography Sylvie Noél was born in Canada. She completed haDPin
psychology with the Université de Montréal on thifedences between experts
and novices in their semantic knowledge. She spentyears in Australia where
she worked on helping develop a computer-baseditigaisystem. She enjoyed
this job so much that when she returned to Canlaglascided to study in human-
computer interaction at the Ecole Polytechniqudldatréal, where she obtained
an M.Sc. in cognitive ergonomics on supportingatmdrating authors. This led to
her obtaining a job for the Communications Resed&eintre of Canada as a
research scientist. There she has worked on varesesarch projects: web-based
training for teachers, web-based collaborative imgit and videoconferencing
within advanced collaborative environments. She texently started working
with the FreeWRL group in the CRC where she stutlitgface methodologies
for collaborative virtual environments. Sylvie begplaying computer games
when the first version of Pong came out in the 39Her first exposure to social
digital games consisted of fragging her friendd. AN parties. She is currently
addicted to World of Warcraft, where she spendsspare time running around
the Eastern Kingdoms on her felsteed.

Discipline Human-Computer Interaction and Computer-Suppo@tiellaborative
Work.

Relevant workThe CRC's FreeWRL group is developing a VRML/XBDwser

to let people work together in a collaborative waft environment over the

Internet. Sylvie Noél is studying the interface antkraction issues associated

with such a CVE.

Noél, S., Dumoulin, S., Whalen, T., Ward, M., Stewa., Lee, E. (2004): 'A breeze enhances
presence in a virtual environmertoceedings of the 3rd IEEE International Workshop o

Haptic, Audio, and Visual Environments and theiplgations - HAVE 20040ttawa, 2-3
October 2004, pp 63-68.

Stewart, J. (2005FreeWRL Web Sitéttp://freewrl.sourceforge.net/
Whalen, T.E., Noél, S., Stewart, J. (2003): 'Meimguthe human side of virtual realityEE
VECIMS 2003Lugano, Switzerland, 27-29 July 2003.



Biography Sarah Dumoulin was born in Ottawa and studiedpmgder science at
the University of Toronto.  After finishing Univetg she joined the
Communications Research Centre following a briefliatece with private
industry. At CRC she has had the opportunity tokaan a variety of projects
and currently works with the Collaborative Virtiahvironment research group.

Sarah has been playing games ever since her pdmenight home their first
computer. Many years in her youth were (mis?) spehieving high scores on
SNES games in order to send in victory screen stoofdintendo Power. Her
family is still patiently waiting for her to growut of that gaming phase.

Discipline Computer Science and Network Technologies

Relevant workThe CRC's FreeWRL group is developing a VRML/X3Dveser

to let people work together in a collaborative waift environment over the

Internet. Sarah Dumoulin is working on MVIPII, agpdo-peer protocol for the

transmission of information between participanta wirtual environment.

Noél, S., Dumoulin, S., Whalen, T., Ward, M., Stewad., Lee, E. (2004): 'A breeze enhances
presence in a virtual environmeroceedings of the 3rd IEEE International Workshop o
Haptic, Audio, and Visual Environments and theiplgations - HAVE 20040ttawa, 2-3
October 2004, pp 63-68.

Stewart, J. (2005FreeWRL Web Sitéttp://freewrl.sourceforge.net/

Robinson, J., Dumoulin, S., Stewart, J. (2003): IR A Protocol For Enabling Communication
In Collaborative Virtual Environmentdyeb3D 2003 Symposium Proceedjmys 155-160.



